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Jameshass25year sd experience working in r
work in mobile radio and security from 2.5G to 5G. He is very active in IEE
and currently chairs the volunteer committee responsible for IEEE product

Theacademic lead for the communications: systems, integration amsécurity innovationtheme atPNDC

/ /Y [VOLUTION



UNIVERSITY of STRATHCLYDE

Distribution Network Security:
Lessonsfrom the first ten years at PNDC

James Irvine
University of Strathclyde
25 July 2023

© PNDC (University of Strathclyde)



/ A DECADE OF INNOVATION

The big pictureé

Increasing demands on the grid
AElectrification of heat, transportetc 8 x3 demand in the UK for example

Low carbon generation
ASmall, distributed power sources

More flexibility and better efficiencies through control
ALayfibre not copper

More challenges for the communications network
ACommsfailures now lead to power failures




A DECADE OF INNOVATION

, ' UNIVERSITY of STRATHCLYDE UNIVERSITY of STRATHCLYDE
The PNDC focusé L L / 1/@PNDC

Practical secureand resilient deployments which allow tweducedcosts

© Bestpractices forsecure resilient communicationssupporting sensing, control, and
self management (e.gvirtualization)

© A strategy for areliable wireless communications ecosysterior the utilities sector,
utilising COTS wherpossible
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PNDC Overview

™\, UNIVERSITY of STRATHCLYDE

N A DECADE OF INNOVATION

& University of Strathclyde industiacing innovation
centre opened in 2013 and currently celebrating a
decade of innovationthroughout 2023

% Focussed on accelerating the development and
deployment of novel energy, marine and aerospace
technologies supporting net zero initiatives

& Multiple engagement models:

A Collaborative programmes in partnership
with members

A Open access for supporting all industry
& Dedicated expert team (~ 50 staff)

& New cuttingedge whole systems facility due in 2024

C C Acceleration & de-risking C C

\&
<

Valley of Opportunity

Public Funding
Academic Focus

Industry Funding
Commercial Focus

System Lab
Basic Principles Proof of Concept Testing Pilot System Deployment

OGN > BN - BN :c A : i

Applied Research Component Prototype Commercial
Lab Testing Verified Design

Increasing technology / system maturity
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ComprehensiveTesting & Demonstration Capability / /@PNDC

) 1 > ¢ IP/MPLS networkoptical core,
Onsite Real networ! Fault throwing

S e e & controllable loads redundant copper rings
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Rant tiore Network R intrusion/penetration testing
simulation management, control testing expertise .
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staff to work hand in hand on security
projects; Knowledge Exchange Forums
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Key learnings so far




Wide range of security design and test / 1/@PNDC

£ Device level security

£ Security architectures

£ Secure configuration and updates

£ Remote access

£ Security across organisational/operational boundaries
& Security analysis of next generation networks

£ Operationalresilienceand incident response




Key |l essons from our fi/sﬂ@ﬁﬁﬁﬁo

£ Models only go so far
£ Recognise the limitations in simulations; Exploits are based on the unexpected
£ Weneed moreplaygrounds-Candét test on the real
£ The OT culture is different
£ Recognise the good (and there is a lot of good in IT), work on the bad
£ We need joined up thinking
£ Recognise the risks of outsourcing, however well meaning your vendors
& Regulatorsneed to be on board, andinderstanding

£ Resiliencecosts d you can pay before or afte¥
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Biggest challenges for Distribution Network Security / 7 @PNDC

£ Rapid innovation in networks

£ lloTand increased connectivity

£ Secure architectures, in particular for remote access
£ Virtualisation and containerisation

£ Legacyequipmentd and upgrades

& OT/ITcultural differences

£ Third party vendors/supply chains

£ Lackof knowledge of current systems

£ Outsourcing

£ Skills shortages




Thank you
Stay safe and verify!

UNIVERSITY of STRATHCLYDE

A DECADE OF INNOVATION

62 Napier Road, Wardpark, @PNDC_UK
Cumbernauld G68 OEF /company/pndc
pndc@strath.ac.uk @pndcstrathclyde
+44(0) 1236 617 161 @pndcstrathclyde
pndc.co.uk

© PNDC (University of Strathclyde)
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FrancescBmpowetitong ODhe Grid: Exploring Secure Dat a

Francescohas a technology and business expertise developed over three
decades of activity in variousndustries, providingglobal IT advisory for the
conception of strategic technology transformation and innovation initiatives.

TheGlobal Chief Technology Officer for the Energy Industry at Dell Technologies
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EXPLORING SECURE DATA VIRTUALIZATION IN SMART GRID
FOR A SUSTAINABLE FUTURE

The demand for efficient and sustainable energy systems requires smarter grids that
incorporate advanced technologies to monitor, manage, and optimize electricity
generation, distribution, and consumption.

As smart grids become more interconnected and etigen, data virtualization offers

a powerful solution to streamline data access and integration in smart grids, enabling
efficient decisioamaking processes. However, it also introduces new security
concerns that need to be addressed to maintain the integrity and confidentiality of
critical information.

By leveraging this approach, utilities and grid operators can enhance their operational
efficiency, facilitate effective energy management, and support renewable energy
integration, demand response programs, and grid resilience.

D<A LTechnologies



Empowering the Grid

Exploring Secure Data Virtualization in Smart Grids for a Sustainable
Future

Third virtual PNDC workshop on Smart Grid communications

Francesco Pititto, CTO Energy @ Dell Technologies

D<A L Technologies



The Digital Electric System: Intelligence at the Edge
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Secure Data
Virtualizatio
n

Enable integration,
abstraction, and secure
management of
heterogeneous data
sources in the smart grid
domain

Establish a unified and
logical view of data
without physically moving
or replicating it, while
ensuring confidentiality,
integrity, and availability
of sensitive information
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IP encapsulated RDMA
Traffic over WAN

Low overhead and
latency WAN
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A RDMA + IP Header over WAN
Virtual Lossless Network A Overhead ~10%
A Encrypted Tunnel
A Fiber Optics, 5G, LTE, Satellite, Wireless,
é
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Data Virtualization in Smart Grids
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Data Virtualization in Smart Grids

_____________________________________________

AY
| Clients O p :
1 L)) — o /I\I/
& 3 [d & ;
0 BI Reports Advanced Al/ML Grid Balancing, 1
: Analytics Demand Respc}nse, é INDUSTRY

TTTTTTTTTTommommomoos @ """"" IR A" M
e T preemn *---*&@;
-\ S - et BUSINESS
<L Y T— :
T

noo L.
: 000 - -
1 ~h| Virtual Virtual Virtual Virtual Virual | g—| Virtual — 000{pgn|000 - -~
Wlnd Fa‘rm View View View View hm View Vri‘iew EEE oon|0og i > N
pon|oon
000[§yy

L, —— T T 1 AL
- = 1
~ T

~ Virtual Virtual Virtual Virtual Virtual Vjrtual I~ H O M E

View View View View View Yiew \ Ly
Solar Field — ﬁ¢» &%

Landfill *

gas-to-power TRANSMISSION DISTRIBUTION E"j Smart Meters +
GRID GRID SUBSTATIONS Storage Smart Contracts

D<AL lechnologies

right © Dell Inc. All Rights Reservec



Virtualized Renewable
Energy Data

Provide a unified view of
renewable energy
generation across different
locations and technologies

Monitor and analyze
overall renewable
contribution to the grid,
optimize dispatch
strategies, make informed
decisions on grid balancing
and demand response
programs

Virtual Metering & Billing

Estimate energy
production based on
generation data rather
than deploying physical

meters at every site

A unified virtual view of all
data can be used for
accurate billing, grid

monitoring, and renewable

energy incentive programs

Demand Response &
Flexibility Management

Use virtualized data from
multiple sources to
monitor and analyze real

time energy usage profiles

Design demand response
programs, incentivize
energy conservation, and
leverage local flexibility in
response to grid conditions
and renewables availability

Grid Monitoring &
Predictive Analytics

Create a virtualized data
view of the grid

Monitor performance,
anticipate anomalies or
faults, predict future grid
behavior and stability,
optimize energy flow, plan
maintenance activities, and
improve grid resilience
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Julianhas worked in the fields of utilities and mission critical telecommunicatior]s
for 30 years, having started work in the design and implementation of wired an
wireless systems in the UK energy sector.

CTO of JRC in the UK a@kcretaryGeneral of the European Utilities Telecoms Council
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Secretary General
European Utility Telecoms Council, Brusse

Julian.Stafford@jrc.co.uk

Julian.Stafford@eutc.org

EUTC



http://www.jrc.co.uk/
http://www.eutc.org/

vTeldat @ Hitachi Energy

J~epr What is EUTC(uropean Utilities Telecom Council)
vy

. A Representing technical and regulatory interests of Electric,
IBERDROLA Gas and Water Utilitieg critical national infrastructure. =

e-on A Membership drivenc with major utilities, from large and

small countries including Spain, France, Netherlands, &“MW“
ENCDIS Germany, Portugal, Ireland and UK. st
memmmeE - A Engaging with stakeholders including vendors and operatqrs
@ to ensure alignment of new products, standards and Netbeheer

: : e : Nederland
{ & spectrum allocations with utility requirements. \

'scornsipower - A Responding to consultations from the European O Sragnens

Commission, Energy and Telecom Regulators and National

LWESTErmo Administrations about digitalisation of the energy sector.  nationalgrid
renpackarg A INteracting with European Parliament and Policy Groups. CRereraD
Enterprise SAMSUNG 9

NoKIA ffron gX|gNS @ EMR euTC



Close Working Partnership Between Key Players

M joint radio company




Why so many interactions and MOUSs?

A Overlaps between all of these groups %
A User requirements & Sharing workload .ECC
A Ownership Pt
ETS’ \
A Global Ecosystem 33@ —‘\\\_%//]l

A Cyber Security
A Leverage individual strengths of each group
A Government requirements / obligations

A Larger market if volumes combineresulting in a healthy supplier base
and economy of scale

A All require electricity supply to operate

A Intersection of all mission critical usersblue light, transport, Utilities  mewwms
and connectivity of the general public J rc




Motivation for Enhanced Connectivity of Utility
laasSitax
Carbon Neutral Aspirationfhe main driver —

Role of Radio Spectrum Policy and digitalisation to
help combat Climate Change

Mobilising research
and fostering innovation
Transforming the
Increasing the EU’s Climate EU's economy fora A zero pollution ambition
ambition for 2030 and 2050 sustainable future for a toxic-free environment
/ \
Supplying clean, affordable Preserving and restoring
and secure energy ecosystems and biodiversity
I 1

Mobilising industry From ‘Farm to I_:ork': a fair,
for a clean and circular economy healthy and environmentally
\ friendly food system

CcoP27

EGYPT2022

/
Building and renovatingin an Accelerating the shift to
energy and resource efficient way sustainable and smart mobility

Leave no one behind

Financing the transition o
AIERGEIS Al (Just Transition)

global leader Climate Pact

TheEUasa | A European
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Ireland (2019' l
Germany (2021)-

]
Spain (2021) &

Poland (2019)

A Advanced trials and consultations under way in France, Brazil, Saudi Arabia
bSOIKSNIIFTYRa&a YR 'YAGSR YAYIR2Y 04?2

M joint radio company




450 -470 MHz spectrum held
by Norwegian Power &
Telecoms Group in 2022

410 -414/420 -424 MHz
allocated to ESB for LTE
Smart Grid in 2019

Legacy Utility Tetra network
installed by CREOS in 2 x 2MHz
in 450 -470 MHz

Consultation on
introducing LTE into
450 -470 MHz band

Spain: Current use of 400 MHz

by military and PPDR: unlikely
to change

450 -470 MHz spectrum
empty and sought by utility
E-REDES

egem A4 Y T
d AR -

Ll

L-Switzerian
gnefing

Some uses of 41870 MHz spectrum in EUTC

Sweden:2 x 5 MHz LTE system in
450 -470 MHz for public safety to
which utilities have access.

Denmark:453 -457.5/463 -467.5
MHz Spectrum awarded for
critical communications in 2021

Utility Connect has 2 x 3 MHz
(451.8 -454.8/461.8 -464.8 MHz)
for a CDMA network, currently
being converted to LTE.
Netherlands consulting on
splitting licence into two 1.5MHz
channels and licensing one for
North Sea LTE Network.

Poland: PGE Systemy LTE
&= 450 -470 MHz for electricity
! network control

Germany: 451 1 455.74 MHz /

461171 465.74 MHz awarded for

LTE utility network in 2021 to
450Connect
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A Energy Networks Association Strategic Telecoms Group
A Political engagement at multiple levels in collaboration withstinctif Partners

A GemsenStudy of economic rational behind spectrum allocation for private LTE
smart grid network

A Multiple Ofcom consultation engagements

A NGED (WPD) LTE trials in Portishead and Taunton (now oncthiEC &
Liverpool)

A NCSC / GCHQ activity around future cyber security challenges
A Northern Ireland Initiative

A Ongoing meetings with BEIS & DCMS (now DSIT & Department for Energy
Security & Net Zero)

M joint radio company
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3 Assessing the energy sector’s communications requirements
%;zitre"?::]I)O\Iation Spectrum also plays an important role in enabling the digital connectivity needed for
& Technology future low carbon energy networks. Reaching Net Zero requires fundamental changes

to the way we generate, transport and consume energy. We are moving towards a
smarter, more flexible and more integrated energy system which will require
Policy paper significantly enhanced connectivity and digitalization throughout the network to
Spectrum statement ;upport the COOrdIr‘IE-ltIOFI, am_:tomatnonyan_d control gf en ergy network assets. Thls _
increased connectivity requirement will likely require a variety of telecommunications
technologies including fibre, satellites, and public and private mobile networks. Certain
communications functions may require enhanced power resilience and reliability. If
meeting these or other requirements is best served by private wireless networks, the
identification of suitable and sufficient spectrum may be necessary.

Published 11 April 2023

Spectrum and Net Zero

Spectrum has an important role to play in helping the UK reach our target of Net Zero
emissions by 2050. We willwork with UKSA, Ofcom and the wider earth and space We are Working Closely with the Department for Energy Schrity and Net Zero_
science community, to ensure the continued availability and appropriate protection of Ofcom and Ofgem to assess the energy (and wider utility) sector’s

spectrum for climate science, weather and related high impact services. We are also communications requirements and ensure that timely decisions are taken on
working closely with the Department for Energy Security and Net Zero, Ofcom and n
any resulting spectrum needs.

Ofgem to assess the energy and wider utility sector’s communications requirements
and ensure that timely decisions are taken on any resulting spectrum needs.

M joint radio company

jrc
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A Major consultation just issued by Ofcom OFcom
makin nm

8§ o
for evy i

A Considering four candidate frequency bands for dedicated LTE F;Metwork

A Submission deadlinet7September

Conﬂderanon

of band
MHz, 800/900 * 2400 MHz, 450 M1y, 700

MHz and 1900 My,

%%_—"—‘—‘——‘—"—‘——-—“—-——‘—“““—————__

Call for Inpy;.

Publication date: 25 June 2023

Closin,
B date for responses; 7 Septem ber 2023

M join company



Current Advocacy

Al él:l A QA l] A S a X i%,  EUTC Annual Event
A EU 5G event, Brussels (March) ¥ i

|
i

A UTCAL annual event Rio (March)

A ITU WP 5A Mexico City —

A 3GPP activity online and in person (Greece, Netherlands, Tal\ﬁmé%

A 450 MHz Alliance event London & 19" April Dagre ‘\
A Next generation satellite webinar (April) ‘ " aliia
A TCCA annual summit (May) Helsinki

A CIGRE 5G presentatigri_ondon (June)

28 a 31 de Margo de 2023
UTCAL Summit 2023




eEuUTC

Thank you for
listening !

EUTC (@EUTCNow) @EUTCNow - 11 apr o g L 4
Register now for the Webinar “Next gener: satellite
technology: opportunities for utility smart grids” on 26 April!

Speakers will share their take on what are the oppertunities
offered by #satellite technology for utility #smartgigs.

See you there? bt ly/3KwimWL

Next generation satellite

technology: opportunities |
for utility smart grids
WEBINAR
QR N 26 April 2023
g S 12.30-14.30 CET
4 ‘ Register now!
o © ©)

Julian.Stafford@eutc.org
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Kar | G eDighahTwitét VjrtuablED testing of Protection and communication functiodsSIEMENS

Karl has worked at Siemens in the UK in various roles since May 2003arl has
been a member of the Technical Committee for the IET Developments in Powe
System protection (DPSP) Conference since 2006

Portfolio Manager atSiemens Electrification andAutomation)

/Y
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al testing of SIPROTEC 5 Protection

Unrestricted © Siemens 2019 www.siemens.com/siprotec-digitaltwin



SIPROTEC DigitalTwin SIEMENS
Ingesaity for life

* Introduction

% System details

% Testing of Low Impedance Centralised Bus
Zone

x Testing of IEC61850 Based Operational
Tripping Scheme

Unrestricted © Siemens 2019
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Market i Major factors driving SIEMENS
the revolution of energy systems & lngenuity for Life

> Decarbonization

AAll el ecti Fluctuatimg infeed ® e-Mobility

Power production from renewables
Increases by over 300% between 2010 and 2030

Share of renewables goes up to 40% in 2030

Decentralization
Distributed generation i Microgrids i Energy autonomy
Prosumer-

]
1010001000101  110001011011401010001003 © . : 00010010001011001 ; i iatri i
300101100110001100101000100030110011000101 N i New installations distributed power generation

01$0001100101000100010110011
10110011000101101110 0= 11001 . Centrl C en erg y P010001011001180011001010001000101100 Increases by over 150% between 2010 and 2030
101100110001011 0001 = e 0111010100010901100101000100010 10 - .
: Share of distributed goes up to 67% in 2030

1 01011
011 110001
)11001010001000 001 0010 ‘.

01011 01000‘10001
11 101‘.11010

Digitalization
Connectivity i Edge computing i End-to-end

Major industrial companies will
using virtual avatars

By 2021, half of the major industrial companies
will be using virtual avatars, resulting in productivity
gains of up to 10 %

Page 44 Energy Automation Products



The ADigital Twino SIEMENS
A virtual copy of a physical asset lngenuity for Uife

A The digital twin integrates all data, models, and other information
of a physical asset generated during engineering, commissioning,
operation, or service.

A Role of the digital twin is to predict and optimize performance
of a physical asset (whether for design, production or operation).
To this purpose we use simulation methods and/or data-based
methods.

Unrestricted © Siemens 2019
Page 45 July 23 Energy Automation Products



Seven Elements of Digitalization i SIEMENS
The Digital Twin links the physical and virtual Ingesaly for fe
worlds

Unrestricted © Siemens 2019
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