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Francesco Pititto, òEmpowering the Grid: Exploring Secure Data Virtualization in Smart Grid for a Sustainable Futureó, 

Julian Stafford, òOverview of EUTC and JRC advocacy and standardisation activities for utility smart gridsó, 

Karl Gerhardt, òDigital Twin ðVirtual IED testing of Protection and communication functionsó,

Nigel Nawacki, òIEC 61850 and private LTE for ADMSó,

Mayamiko Hara, UKPNòLearnings from Designing a Smart Substationó, 



Opening and Welcoming 13:00-13:05

James Irvine, Distribution Network Security: Lessons from the first 10 years of PNDCó 

Francesco Pititto, Dell,  òEmpowering the Grid: Exploring Secure Data Virtualization in Smart Grid for a Sustainable Futureó, 13:25-13:50 

Mayamiko Hara, UKPNòLearnings from Designing a Smart Substationó, 13:50-14:15 

Karl Gerhardt, Siemens, Digital Twin ðVirtual IED testing of Protection and communication functions, 14:15-14:40

Nigel Nawacki, NokiaòIEC 61850 and private LTE for ADMSó, 14:40-15:05

Julian Stafford, EUTC/JRC òOverview of EUTC and JRC advocacy and standardisation activities for utility smart gridsó, 15:05-15:30  

Agenda 

James has >25 yearsõ experience working in research and standardisation 

work in mobile radio and security from 2.5G to 5G. He is very active in IEEE 

and currently chairs the volunteer committee responsible for IEEE products

The academic lead for the communications: systems, integration and security innovation theme at PNDC 



Distribution Network Security: 
Lessons from the first ten years at PNDC 

25 July 2023

James Irvine

University of Strathclyde



Increasing demands on the grid

ÅElectrification of heat, transport, etcðx3 demand in the UK for example

Low carbon generation

ÅSmall, distributed power sources 

More flexibility and better efficiencies through control

ÅLay fibre not copper

More challenges for the communications network

ÅCommsfailures now lead to power failures

The big pictureé



The PNDC focusé

Practical, secureand resilient deployments which allow to reduced costs

Best practices for secure resilient communications, supporting sensing, control, and 

self management (e.g. virtualization)

A strategy for a reliable wireless communications ecosystem for the utilities sector, 

utilising COTS where possible



Our facility



PNDC Overview

University of Strathclyde industry-facing innovation 

centre opened in 2013 and currently celebrating a 

decade of innovation throughout 2023

Focussed on accelerating the development and 

deployment of novel energy, marine and aerospace 

technologies supporting net zero initiatives

Multiple engagement models:

Å Collaborative programmes in partnership 

with members

Å Open access for supporting all industry

Dedicated expert team (~ 50 staff)

New cutting-edge whole systems facility due in 2024

ČČ Acceleration & de-riskingČČ



Facilities

Control Room

Primary Substation

LV Block & Test Bays

11kV 1 MVA 

Motor Genset

Mock 

Impedance

HV & LV Cable 

Racks

Load Banks

Packaged Substation 11kV Overhead 

Network

Network 

Disturbance 

Substation



Comprehensive Testing & Demonstration Capability

IP/MPLS network, optical core, 

redundant copper rings 

WiFiand LPWAN wireless networks

Two 5G networks being deployed

Two SCADA networks based on industry 

standard configuration (from member 

DNOsõ deployed equipment)

Separate airgappednetwork for 

intrusion/penetration testing

ICS equipment (RTUs and IEDs)

Connection to wide area simulation for 

large scale testing

PNDC model allows member and PNDC 

staff to work hand in hand on security 

projects; Knowledge Exchange Forums



Key learnings so far



Wide range of security design and test

Device level security

Security architectures

Secure configuration and updates

Remote access

Security across organisational/operational boundaries

Security analysis of next generation networks

Operational resilience and incident response



Key lessons from our first 10 yearsé

Models only go so far

Recognise the limitations in simulations; Exploits are based on the unexpected

We need more playgrounds! -Canõt test on the real network...

The OT culture is different 

Recognise the good (and there is a lot of good in IT), work on the bad

We need joined up thinking

Recognise the risks of outsourcing, however well meaning your vendors

Regulators need to be on board, and understanding

Resilience costsðyou can pay before or afteré



My Personal Top 10é



Biggest challenges for Distribution Network Security

Rapid innovation in networks

IIoTand increased connectivity

Secure architectures, in particular for remote access

Virtualisation and containerisation

Legacy equipment ðand upgrades

OT/IT cultural differences

Third party vendors/supply chains

Lack of knowledge of current systems

Outsourcing

Skills shortages



Thank you

Stay safe and verify!
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decades of activity in various industries, providing global IT advisory for the 
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The Global Chief Technology Officer for the Energy Industry at Dell Technologies
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The demand for efficient and sustainable energy systems requires smarter grids that 

incorporate advanced technologies to monitor, manage, and optimize electricity 

generation, distribution, and consumption. 

As smart grids become more interconnected and data-driven, data virtualization offers 

a powerful solution to streamline data access and integration in smart grids, enabling 

efficient decision-making processes. However, it also introduces new security 

concerns that need to be addressed to maintain the integrity and confidentiality of 

critical information.

By leveraging this approach, utilities and grid operators can enhance their operational 

efficiency, facilitate effective energy management, and support renewable energy 

integration, demand response programs, and grid resilience.

E X P L O R I N G  S E C U R E  D A T A  V I R T U A L I Z A T I O N  I N  S M A R T  G R I D  

F O R  A  S U S T A I N A B L E  F U T U R E
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Empowering the Grid
Exploring Secure Data Virtualization in Smart Grids for a Sustainable 
Future

Francesco Pititto, CTO Energy @ Dell Technologies

Third virtual PNDC workshop on Smart Grid communications
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The Digital Electric System: Intelligence at the Edge

SMART COMMUNITIES

BUSINESS

TRANSMISSION 

GRID
DISTRIBUTION 

GRID
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HOME
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Independent 

Power 

Producers 

(IPP)
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vPAC

Å Virtualized Substations

Å Real Time Monitoring

Å Intelligent Self-managing Substations

Å Smart Energy System Balancing 

Å Community Energy Trading

Å Compliance Enforcement
Distributed 

Ledger
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Secure Data 
Virtualizatio
n

Enable integration, 

abstraction, and secure 

management of 

heterogeneous data 

sources in the smart grid 

domain

Establish a unified and 

logical view of data 

without physically moving 

or replicating it, while 

ensuring confidentiality, 

integrity, and availability 

of sensitive information

Structured Data / 

Data Warehouses

Advanced 

Analytics

AI/MLBI Reports

Virtualization Governance

Data Abstraction Layer

Semi-structured & Unstructured Data / 

Data Lakes

Global Security & 

Compliance

Performance
Query 
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Fine-grained access control and 

permission levels

Metadata Statistics Data Location
Parser/Analyz

er

Planner/Cost Based 
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Streaming Data

Non-Relational DBs

Low Latency Connectivity

Virtual Lossless Network RDMA/WAN

Distributed Data Sources

Clients

Grid Balancing, 

Demand Response, é
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Secure Data 
Virtualizatio
n
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r
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Remote Data 

Sources

01000110

10001110

10101110

00110001

Efficient 
Networking

IP encapsulated RDMA 

Traffic over WAN

Low overhead and 

latency

Remote Data 

Sources

01000110

10001110

10101110

00110001

WAN

Virtual Lossless Network

RDMA Frame Header

ÅVirtual Lossless Network for RDMA Traffic

ÅEnhanced Congestion Management through PFC and 

ECN

ÅImproved QoS, Low Latency, High Efficiency

ÅRDMA + IP Header over WAN

ÅOverhead  ~10%

ÅEncrypted Tunnel

ÅFiber Optics, 5G, LTE, Satellite, Wireless, 

é 

Unified Virtual View
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Data Virtualization in Smart Grids 
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Data Virtualization in Smart Grids 
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Demand Response, é
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Use cases

Virtual Metering & Billing

Estimate energy 
production based on 

generation data rather 
than deploying physical 

meters at every site 

A unified virtual view of all 
data can be used for 
accurate billing, grid 

monitoring, and renewable 
energy incentive programs

Virtualized Renewable 
Energy Data

Provide a unified view of 
renewable energy 

generation across different 
locations and technologies

Monitor and analyze 
overall renewable 

contribution to the grid, 
optimize dispatch 

strategies, make informed 
decisions on grid balancing 

and demand response 
programs

Grid Monitoring & 
Predictive Analytics

Create a virtualized data 

view of the grid

Monitor performance, 

anticipate anomalies or 

faults, predict future grid 

behavior and stability, 

optimize energy flow, plan 

maintenance activities, and 

improve grid resilience

Demand Response & 
Flexibility Management

Use virtualized data from 

multiple sources to 

monitor and analyze real-

time energy usage profiles 

Design demand response 

programs, incentivize 

energy conservation, and 

leverage local flexibility in 

response to grid conditions 

and renewables availability



End logo slide
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Julian has worked in the fields of utilities and mission critical telecommunications 

for 30 years, having started work in the design and implementation of wired and 

wireless systems in the UK energy sector. 

CTO of JRC in the UK and Secretary General of the European Utilities Telecoms Council



Julian Stafford

CTO Joint Radio Company & 
Secretary General

European Utility Telecoms Council, Brussels
www.jrc.co.uk

Julian.Stafford@jrc.co.uk

www.EUTC.org

Julian.Stafford@eutc.org

3rdPNDC Workshop 

Smartgridsand Cybersecurity

IEEE SmartnetsIstanbul

http://www.jrc.co.uk/
http://www.eutc.org/


Å Representing technical and regulatory interests of Electric, 
Gas and Water Utilities ςcritical national infrastructure.

ÅMembership driven ςwith major utilities, from large and 
small countries including Spain, France, Netherlands, 
Germany, Portugal, Ireland and UK.

Å Engaging with stakeholders including vendors and operators 
to ensure alignment of new products, standards and 
spectrum allocations with utility requirements.

Å Responding to consultations from the European 
Commission, Energy and Telecom Regulators and National 
Administrations about digitalisation of the energy sector. 

Å Interacting with European Parliament and Policy Groups.

What is EUTC?(European Utilities Telecom Council)



Close Working Partnership Between Key Players -



Why so many interactions and MOUs?
ÅOverlaps between all of these groups

ÅUser requirements & Sharing workload

ÅOwnership

ÅGlobal Ecosystem

ÅCyber Security

ÅLeverage individual strengths of each group 

ÅGovernment requirements / obligations

ÅLarger market if volumes combine ςresulting in a healthy supplier base 
and economy of scale

ÅAll require electricity supply to operate

Å Intersection of all mission critical users ςblue light, transport, utilities 
and connectivity of the general public



Carbon Neutral Aspirationsthe main driver
Role of Radio Spectrum Policy and digitalisation to  

help combat Climate Change

Motivation for Enhanced Connectivity of Utility 

!ǎǎŜǘǎΧ



{ǇŜŎǘǊǳƳ !ƭƭƻŎŀǘƛƻƴ {ǳŎŎŜǎǎ ŦƻǊ ¦ǘƛƭƛǘƛŜǎΧ

Ireland (2019)

Germany (2021)

Spain (2021)

Poland (2019)

ÅAdvanced trials and consultations under way in France, Brazil, Saudi Arabia, 
bŜǘƘŜǊƭŀƴŘǎ ŀƴŘ ¦ƴƛǘŜŘ YƛƴƎŘƻƳ όǎƻƳŜ ǎǇŜŎƛŦƛŎ ŎƘŀƭƭŜƴƎŜǎύΧ



Some uses of 410-470 MHz spectrum in 
Europe

410 -414/420 -424 MHz 
allocated to ESB for LTE 

Smart Grid in 2019

Consultation on 
introducing LTE into 
450 -470 MHz band

Spain: Current use of 400 MHz 
by military and PPDR: unlikely 

to change

450 -470 MHz spectrum 
empty and sought by utility 

E-REDES

Denmark:453 -457.5/463 -467.5 
MHz Spectrum awarded for 

critical communications in 2021

450 -470 MHz spectrum held 
by Norwegian Power & 

Telecoms Group in 2022

UK: Utilities have 
narrowband allocation in 

450 -470 MHz but congested 
with private & government 
users: 412 -414/422 -424 

MHz used for smart 
metering 

Legacy Utility Tetra network 
installed by CREOS in 2 x 2MHz 

in 450 -470 MHz

Germany: 451 ï455.74 MHz / 
461 ï465.74 MHz awarded for 
LTE utility network in 2021 to 

450Connect

Utility Connect has 2 x 3 MHz 
(451.8 -454.8/461.8 -464.8 MHz) 
for a CDMA network, currently 

being converted to LTE.
Netherlands consulting on 

splitting licence into two 1.5MHz 
channels and licensing one for 

North Sea LTE Network.

Poland: PGE Systemy LTE 
450 -470 MHz for electricity 

network control

Austria: Argonet telco 
network migrating 2x4.4MHz 

from CDMA to LTE for 
exclusive use by utilities

Sweden:2 x 5 MHz LTE system in 
450 -470 MHz for public safety to 

which utilities have access.



UK Focus ςWw/ [ŜŀŘƛƴƎΧ

ÅEnergy Networks Association Strategic Telecoms Group

ÅPolitical engagement at multiple levels in collaboration with Instinctif Partners

ÅGemservStudy of economic rational behind spectrum allocation for private LTE 
smart grid network

ÅMultiple Ofcom consultation engagements

ÅNGED (WPD) LTE trials in Portishead and Taunton (now on tour ςNEC & 
Liverpool)

ÅNCSC / GCHQ activity around future cyber security challenges

ÅNorthern Ireland Initiative

ÅOngoing meetings with BEIS & DCMS (now DSIT & Department for Energy 
Security & Net Zero)



UK Focus ςWw/ [ŜŀŘƛƴƎΧ



UK Focus ςWw/ [ŜŀŘƛƴƎΧ

ÅMajor consultation just issued by Ofcom

ÅConsidering four candidate frequency bands for dedicated LTE network

ÅSubmission deadline 7th September



ÅSG Tech event Amsterdam (March)

ÅEU 5G event ςBrussels (March)

ÅUTCAL annual event Rio (March)

Å ITU WP 5A Mexico City 

Å3GPP activity ςonline and in person (Greece, Netherlands, Taiwan)

Å450 MHz Alliance event London 18th & 19th April

ÅNext generation satellite webinar (April)

ÅTCCA annual summit (May) Helsinki

ÅCIGRE 5G presentation ςLondon (June)

Current Advocacy 
!ŎǘƛǾƛǘƛŜǎΧ



Thank you for 

listening !

Julian.Stafford@jrc.co.uk

Julian.Stafford@eutc.org

mailto:Julian.Stafford@jrc.co.uk


Agenda

Opening and Welcoming 

James Irvine,ó  Distribution Network Security: Lessons from the first 10 years of PNDCó 

Karl Gerhardt, òDigital Twin ðVirtual IED testing of Protection and communication functionsó,

Julian Stafford, òOverview of EUTC and JRC advocacy and standardisation activities for utility smart gridsó, 

Francesco Pititto, òEmpowering the Grid: Exploring Secure Data Virtualization in Smart Grid for a Sustainable Futureó, 

Nigel Nawacki, òIEC 61850 and private LTE for ADMSó,

Mayamiko Hara, UKPNòLearnings from Designing a Smart Substationó, 

Karl has worked at Siemens in the UK in various roles since May 2003. Karl has 
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System protection (DPSP) Conference since 2006

Portfolio Manager atSiemens (Electrification and Automation)



SIPROTEC DigitalTwin
Virtual testing of SIPROTEC 5 Protection 

Devices

www.siemens.com/siprotec-digitaltwinUnrestricted © Siemens  2019



Unrestricted © Siemens 2019

July 23Page 43 Energy Automation Products

SIPROTEC DigitalTwin

×Introduction

×System details

×Testing of Low Impedance Centralised Bus 

Zone

×Testing of IEC61850 Based Operational 

Tripping Scheme
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Market ïMajor factors driving

the revolution of energy systems é

Prosumer-

centric energy

world

Page 44

Decarbonization
ñAll electric worldò ïFluctuating infeed ïe-Mobility

CO2 Power production from renewables

Increases by over 300% between 2010 and 2030

Share of renewables goes up to 40% in 2030

Decentralization
Distributed generation ïMicrogrids ïEnergy autonomy

New installations distributed power generation

Increases by over 150% between 2010 and 2030

Share of distributed goes up to 67% in 2030

Digitalization
Connectivity ïEdge computing ïEnd-to-end

Major industrial companies will 

using virtual avatars

By 2021, half of the major industrial companies 

will be using virtual avatars, resulting in productivity 

gains of up to 10 %
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The ñDigital Twinò ï

A virtual copy of a physical asset

ÅThe digital twin integrates all data, models, and other information 

of a physical asset generated during engineering, commissioning, 

operation, or service.

ÅRole of the digital twin is to predict and optimize performance

of a physical asset (whether for design, production or operation). 

To this purpose we use simulation methods and/or data-based 

methods.
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Seven Elements of Digitalization ï

The Digital Twin links the physical and virtual 

worlds


